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Norbert Weiner:
The Father of Cybernetics

“the physical functioning of the living individual and the operation of some 
of the newer communication machines are precisely parallel in their 
analogous attempts to control entropy through feedback.”

“What many of us fail to realize is that the last four hundred years are a 
highly special period in the history of the world. The pace at which changes 
during these years have taken place is unexampled in earlier history, as is 
the very nature of these changes. This is partly the results of increased 
communication, but also of an increased mastery over nature, which on a 
limited planet like the earth, may prove in the long run to be an increased 
slavery to nature. For the more we get out of the world the less we leave, 
and in the long run we shall have to pay our debts at a time that may be 
very inconvenient for our own survival.”

Source: Norbert Wiener (1950) The Human Use of Human Beings: Cybernetics and Society. revised in 1954.

https://en.wikipedia.org/wiki/The_Human_Use_of_Human_Beings


Source: http://allthatsinteresting.com/survive-zombie-apocalypse/



How we see the 
Internet?

Drivers of Change Areas of Impact

The Internet Economy Media & Society

The Role of Government Digital divides

The Internet & the Physical 
World 

Personal freedoms and 
rights

Artificial Intelligence 

Cyber Threats 

Networks, Standards & 
Interoperability

Source: https://future.internetsociety.org/

• Interoperability and mutual agreement

• Collaboration

• Tech as reusable building blocks

• No permanent favourites



Digitization of books

100 million words a day = 2 million books a year



We possess 
the greatest 
capacity for  

good but also 
the greatest 
capacity for  

bad. 



Top 5 most critical 
threats in 2018 :

• Phishing

• Ransomware

• Cloud security

• Data breaches

• Cryptocurrency mining

https://www.techrepublic.com/article/cybersecurity-rundown-the-5-most-critical-threats-to-businesses-in-2018/
https://www.technologyreview.com/s/609641/six-cyber-threats-to-really-worry-about-in-2018/

https://www.techrepublic.com/article/cybersecurity-rundown-the-5-most-critical-threats-to-businesses-in-2018/
https://www.technologyreview.com/s/609641/six-cyber-threats-to-really-worry-about-in-2018/










The UCT context?
Down the rabbit hole and into the fray....



Snapshot of 2017



Connected devices: 2017
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Usage?



Who is responsible for security?

Everyone!



Protecting Your Research Data



• Passwords
• Outsmart the “phishing” attempt
• Check the sender address
• Antivirus
• Updates
• Mobile Device safety
• Social media safety
• Data classification
• System Authentication and 

Security
• Data encryption

http://vidyavikasacademy.edu.in/2017/09/20/session-on-cyber-security-and-safety/



Operating System Updates
• Update/patch OS regularly
• Windows OS

– Enable automatic critical updates for Windows on a weekly basis
– Enable WSUS updates

• Linux
– Most *nix vendors release security patches regularly
– check vendor websites for new patches 
– Subscribe to vendor mailing lists

• Use antimalware/antivirus apps 
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Data Classification
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• Data is classified to identify access control, data 
encryption and backup requirements. 



System Authentication and Security
• ensure access to all confidential and sensitive data is managed 

appropriately
• use strong passwords
• change default “admin” accounts/passwords
• only allow connections from authorised users/ACLs
• conduct regular access reviews
• block access to ports not being used
• shutdown default services not being used
• blanket deny, then open access to ports required
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System Authentication and Security

• enhance security of data by
– restricting user access to directory file structure
– restricting user permissions to directory file structure

• lock workstations when not in use
• use VPN for secure remote access to university computer 

systems
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Data Encryption

• encryption may be used to further protect confidential and 
sensitive research data

• if data is encrypted, ensure that encryption is enabled for 
encryption in transit and at rest
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Legal Considerations
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Legal Considerations

• POPI compliance
• ECT Act
• PAIA
• GDPR
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POPI
‘‘personal information’’ means information relating to an identifiable, living, natural person, and where it is applicable, an identifiable, existing juristic 
person, including, but not limited to—

(a) information relating to the race, gender, sex, pregnancy, marital status, national, ethnic or social origin, colour, sexual orientation, age, physical or 
mental health, well-being, disability, religion, conscience, belief, culture, language and birth of the person;

(b) information relating to the education or the medical, financial, criminal or employment history of the person;

(c) any identifying number, symbol, e-mail address, physical address, telephone number, location information, online identifier or other particular 
assignment to the person;

(d) the biometric information of the person;

(e) the personal opinions, views or preferences of the person;

(f) correspondence sent by the person that is implicitly or explicitly of a private or confidential nature or further correspondence that would reveal the 
contents of the original correspondence;

(g) the views or opinions of another individual about the person; and

(h) the name of the person if it appears with other personal information relating to the person or if the disclosure of the name itself would reveal 
information about the person;
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POPI

• record retention constraints
• data subject rights
• security safeguards
• notification of security compromise
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Reporting cybersecurity threats
• Your web services and accounts have tools for reporting:

– Harassment
– Identity theft
– Spam
– Phishing
– Inappropriate content, and more

• In South Africa, visit this site for a list of resources to report 
cybercrimes http://cybercrime.org.za/local-resources/

• At UCT, report all cybersecurity incidents to the CSIRT: 
csirt@uct.ac.za



Q&A



Thank you
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