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Social Engineering is 
defined as …

Noun
1. the use of centralized planning in 

an attempt to manage social 
change and regulate the future 
development and behaviour of a 
society.

2. (in the context of information 
security) the use of deception to 
manipulate individuals into 
divulging confidential or 
personal information that may 
be used for fraudulent purposes.

Source: dictionary.com



“Social engineering is defined as any 
act that influences a person to take 
an action that may or may not be in 

their best interest.”
Chris Hadnagy, Social Engineering: The Art of Human Hacking.
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http://www.amazon.com/dp/0470639539?tag=socialenginee-20&camp=14573&creative=327641&linkCode=as1&creativeASIN=0470639539&adid=0N33BWD79E6TFPSPWACH&&ref-refURL=http://new.social-engineer.org/blog/


Types of social engineering 
attacks

• Impersonation
• Phishing
• Spear phishing
• Whaling
• Vishing
• SMiShing
• Baiting
• Pretexting
• Etc….

Source: https://www.nextiva.com/blog/social-engineering-
attacks.html#s3
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Source: Mimecast | The State of Email Security 2019 Report

https://www.mimecast.com/the-state-of-email-security-2019/


Wallace: Hang on a mo’
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Source: Mimecast | The State of Email Security 2019 Report

https://www.mimecast.com/the-state-of-email-security-2019/


“There’s no patch 
for human 
stupidity!” 

Source: The Hacker News - Social Engineering Skype 
Support team to hack any account instantly
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AVOID DEATH

Source: Bob Dorigo Jones. (2007). Remove 
Child Before Folding: The 101 Stupidest, Silliest, 
and Wackiest Warning Labels Ever (1st edition). 

Grand Central Publishing.



“We arrive at the 
truth, not by the 
reason only, but 
also by the heart.” 
—Blaise Pascal
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Dr. Robert 
Cialdini | 
INFLUENCE AT 
WORK
Source: 
https://www.influenceatwork.com/principl
es-of-persuasion/

https://www.influenceatwork.com/principles-of-persuasion/


The Experiment
Real-World 

Application of the 
Principles of 

Persuasion
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Concept

Image source: Freepik.com

Source: https://www.ru.ac.za/studentnetworking/offcampus/



The Results
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Results per Faculty
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A Phishing example



https://blog.knowbe4.com/scam-of-the-week-the-boss-needs-itunes-gift-cards-for-customers...-now
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Why?





Impact on HEI’s

https://consulting.ey.com
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Real world examples



A UCT example



Protecting Your Research Data
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Data Classification



Data Encryption

• Encryption may be used to further protect 
confidential and sensitive research data

• If data is encrypted, ensure that encryption is 
enabled for encryption in transit and at rest





Legal 
Considerations

POPI compliance

ECT Act

PAIA

GDPR





Cybercrimes Bill – Regulation of cybercrimes 
in South Africa



POPI

Record retention constraints

Data subject rights

Security safeguards

Notification of security 
compromise
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Global guide to data protection

https://www.linklaters.com/en/insights/data-protected/home




Manage computer 
security incidents

Investigation and 
assessment

Ensure return to 
normal operating 

conditions  

Perform digital 
forensics 

Inform the UCT 
senior leadership

Manage potential 
risks 

Prevent the 
recurrence of 

incidents

Provide education 
and advice 

Announce potential 
vulnerabilities and 

threats 

Represent UCT at a 
national and 

international level

Mandate



csirt@uct.ac.za

csirt.uct.ac.za





My password’s been hacked again. 
That’s the third time I’ve had to 

rename the dog.

Image source: Freepik.com



Image source: Freepik.com

https://howsecureismypassword.nethttps://haveibeenpwned.com/

https://howsecureismypassword.net/
https://haveibeenpwned.com/
https://howsecureismypassword.net/
https://haveibeenpwned.com/


Password Security

Do not hand your 
password over to 

anyone, ever!

Always use 
different 

passwords for all 
your different 

accounts

Make your 
passwords long 

and strong

Never use 
personal details 

for your 
password

Change your 
passwords 
regularly

Never leave it 
lying around
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Techradar 2016

https://www.techradar.com/news/phone-and-communications/a-pokemon-go-malware-app-was-downloaded-by-half-a-million-people-1328655


csirt@uct.ac.za

csirt.uct.ac.za
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